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Safe Spaces

The Safe Spaces is a collection of video analytics for the Symphony Server that help organizations meet
public health requirements, while keeping employees, customers, and the general public safe.

The Safe Spaces includes the following video analytics.

Face Mask Detection video analytic

The Face Mask Detection video analytic can detect whether individuals are wearing face masks, and then
trigger events and generate alarms on the Symphony Server.

Aggregated people counter video analytic

The aggregated people counter video analytic can combine the people counts from multiple cameras to
provide a comprehensive occupancy count for an area. The aggregated people counter video analytic can
display an HTML page with instructions for your customers.
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Installation

Requirements

The requirements for the Safe Spaces are in addition to the requirements for the Symphony Server.

Component Requirements

Software e Symphony Server 7.3.5.1 or later
« Symphony Analytics Pack 7.3.5.1 or later
* Python 3.7.7 (64-bit)

License Core Analytics V7 (AIM-SYM-VA-10)

Install Python
Install Python 3.7.7 (64-bit) on the computer that hosts the Symphony Server.
1. Download the Python 3.7.7 (64-bit) executable installer.
https://www.python.org/ftp/python/3.7.7/python-3.7.7-amd64.exe
2. Run the Python 3.7.7 executable installer.
3. Click Customize installation.

B Python 3.7.7 (64-hit) Setup

Install Python 3.7.7 (64-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

% Install Now
Chlsers\jasen\AppDatatLecal\Programs\Pythen'Python37

Includes IDLE, pip and documentation
Creates shortcuts and file associations

—> Customize installation
Choose location and features

Install launcher for all users (recommended)

WiﬂdOWS [1Add Python 3.7 to PATH
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4. Click Next.

% Python 3.7.7 (64-bit) Setup — x

Optional Features

Documentation
Installs the Python documentation file.
pip
Installs pip, which can download and install other Python packages.
tel/tk and IDLE
Installs tkinter and the IDLE development environment.
Python test suite
Installs the standard library test suite.

py launcher for all users (requires elevation)

Installs the global 'py’ launcher to make it easier to start Python.

pgth?n

(]
windows Back [ New || Cancel

5. Onthe Advanced Options page, perform the following tasks:

a) Select Install for all users.
b) Select Add Python to environment variables.
c) Click Install.

5 Python 3.7.7 (64-hit) Setup

Advanced Options

Install for all users

Assocdate files with Python (requires the py launcher)
Create shortcuts for installed applications

Add Python to environment variables

Precompile standard library

[J Download debugging symbols

[ Download debug binaries (requires VS 2015 ar later)

Customize install location
| CM\Program Files\Python37

pqth?n

windows | ®instal || Cancel |
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6. When the setup is complete, click Close.

3 Python 3.7.7 (64-bit) Setup

Setup was successful

Special thanks to Mark Hammond, without whose years of
freely shared Windows expertise, Python for Windows would
still be Python for DOS.

Mew to Python? Start with the online tutorial and
documentation.

See what's new in this release.

@ Disable path length limit
Changes your machine configuration to allow programs, including Pythen, to
bypass the 260 character "MAX_PATH" limitation,

python
for
windows

7. Restart the computer.

Install Face Mask Detection
Install the Face Mask Detection video analytic on the computer that hosts the Symphony Server.

1. Download the Face Mask Detection installer.

2. Run the Face Mask Detection installer.

3. Read and accept the terms of the license agreement.
4. Click Install.

ﬂ Senstar Symphony Face Mask Detection 1.3.5.0 Setup

Please read the Senstar Symphony Face Mask
Detection 1.2.5.0 License Agreement

SENSTAR LICEMNSE AND WAERRANTY

TMPORTANT: PLELSE READ THE TEERMS
AND CONDITICHNS OF THIS LICENSE
AGEREEMENT CAREFULLY BEFCRE USING
THE SOFIWARE. SENSTAR CORE
(SENSTAR) IS5 WILLING TO LICENSE
THE SCFIWARE TO YOU AS THE
INDIVIDUAL, COMPANY, COR THE LEGAL
ENTITY THAT WILI BE UTILIZING THE
SOFIWARE (REFERENHCED BELCW AS "You
CR Your®™) ONLY OCN THE CONDITICHN
THAT YOU ACCEPT ALL OF THE TEEMS

[+]1 accept the terms in the License Agreement

Back Glnsmll
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5. Click Finish.

ﬂ Senstar Symphony Face Mask Detection 1.3.5.0 Setup

Completed the Senstar Symphony Face
Mask Detection 1.3.5.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.
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Configuration

Configure Face Mask Detection
Configure the Face Mask Detection video analytic in the Symphony Server configuration interface.

1. Inthe Symphony Server configuration interface, click Devices > Camera.
2. Select the camera and click Edit.

3. Inthe Add-Ons list, turn Face Mask Detection on and click Configure.

4. Inthe Overview section, configure Face Mask Detection.

Overview

Anslysis Resolution Analysis FPS Enable GPU processing Show confidence
352240 v 5 v ( w ) ( or )

5. Click OK.
6. Click Save.

Face Mask Detection settings

Overview

Setting Description

Analysis Resolution Set the resolution for the camera on which the Face Mask Detection
video analytic is active.

Analysis FPS Set the frames per second for the camera on which the Face Mask
Detection video analytic is active.

Show confidence Select whether the Face Mask Detection video analytic displays the
confidence value decoration in the Symphony Client.

Face Mask Detection event settings

The Face Mask Detection event settings are visible when you select the Face Mask Detection video
analytic as the video engine.
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one [ Camera Tour / Location

Select video engine from those running on camera

Face Mask Detection v

Threshold
50 E

Use Mask Include Drawing Mode: Size:
® Any part of track Onnalyze [ |
Lzala O Beginning of track @ignore

O€nd of track
() Any part of object

Setting Description

Threshold Set how confident the Face Mask Detection video analytic must be
that an individual is not wearing a face mask to generate an event
that can trigger an alarm.

Use Mask Use a mask to generate an event that can trigger an alarm when
the Face Mask Detection video analytic detects an individual without
a face mask moving through an area (mask) that you draw in the
scene.

Use Fences Use fences to generate an event that can trigger an alarm when the
Face Mask Detection video analytic detects an individual without a
face mask moving across a line (fence) that you draw in the scene.
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Indoor People Tracking event settings

The event settings for Indoor People Tracking are visible when you select it as the video engine for an
event.

Behavior

Setting Description

Moving for at least Select to trigger a rule when an object moves for a specific time
(seconds). You can use a mask or fences to detect motion.

Loitering for at least Select to trigger a rule when an object remains stationary for a
specific time (seconds). You use a mask to detect loitering.

Not loitering for at least Select to trigger a rule when an object does not remain stationary for
a specific time (seconds). You use a mask to detect the absence of
loitering.

Count threshold Select to use a count threshold to trigger a rule. You use the count to

configure the threshold.

Mask

Setting Description

Any part of track Select which part of the object movement can whether an object
moving for a time or loitering for a time triggers the rule, and set the
time.

Drawing Mode Select whether to include (Analyze) or exclude (Ignore) motion

through the area of the scene covered by the mask. Use the size
slider to set the size of the mask paintbrush.

Any part of object Select whether to trigger rules when an object crosses any of the
fences or when an object crosses all of the fences.

Fences

Setting Description

Include Select whether to trigger a rule when an object crosses any fence
(only one fence can trigger a rule) or when an object crosses all of the
fences.

Instructions Click the Instructions button to view instructions for drawing a fence.
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Count

Setting Description

Single Camera In

Indoor People Tracking event settings

Select to trigger a rule when a camera detects a number of objects
crossing the counting line in the In direction

Single Camera Out

Select to trigger a rule when a camera detects that the number of
objects crossing the counting line in the Out direction exceeds a
specific value.

Single Camera In - Out

Select to trigger a rule when a camera detects that the number of
objects crossing the counting line in the In direction minus the number
of objects crossing the counting line in the Out direction exceeds a
specific value.

Single Camera Out - In

Select to trigger a rule when a camera detects that the number of
objects crossing the counting line in the Out direction minus the
number of objects crossing the counting line in the IN direction
exceeds a specific value.

Total In

Select to trigger a rule when all of the cameras in the aggregate to
which the camera belongs detects that the total number of objects
crossing the counting line in the In direction exceeds a specific value.

Total Out

Select to trigger a rule when all of the cameras in the aggregate to
which the camera belongs detects that the total number of objects
crossing the counting line in the Out direction exceeds a specific
value.

Total In - Out

Select to trigger a rule when all of the cameras in the aggregate to
which the camera belongs detects that the total number of objects
crossing the counting line in the In direction minus the number of
objects crossing the counting line in the Out direction exceeds a
specific value.

Total Out - In

Select to trigger a rule when all of the cameras in the aggregate to
which the camera belongs detects that the total number of objects
crossing the counting line in the Out direction minus the number
of objects crossing the counting line in the In direction exceeds a
specific value.

Exceeds

Set the value that the count must exceed to trigger a rule.
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Aggregates

An aggregate is a collection of cameras that can combine the people count from all of the cameras and
present that information on an HTML page.

You can use aggregates to provide comprehensive occupancy counts and instructions to customers.

WELCOME

CURRENT NUMBER
OF PEOPLE

MAXIMUM NUMBER
OF PEOPLE ALLOWED

LIMITEDSTORE
CAPACITY

PLEASE PROCEED WITH CAUTION

S =N STAR. setesuarcing peopis,piaces snd roperty

WELCOME

CURRENT NUMBER
OF PEOPLE

MAXIMUM NUMBER
OF PEOPLE ALLOWED

35 55

LIMITEDSTORE
CAPACITY

PLEASE MAINTAIN SOCIAL DISTANCING

SENSTAR. sereguarcing peopie,piaces ana proparty
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WELCOME

CURRENT NUMBER
OF PEOPLE

MAXIMUM NUMBER
OF PEOPLE ALLOWED

55 55

MAXIMUM CAPACITY

PLEASE WAIT FOR ASSISTANCE

S E N STAR@ Safeguarding people, places and property

Add an aggregate

Configure the aggregated people counter video analytic in the Symphony Server configuration interface.

A camera must be running the Indoor People Tracking video analytic to be visible in the Available
Cameras on Servers list.

1.

a s~ DN

6.

In the Symphony Server configuration interface, click Settings > Aggregates.

Click Add Aggregate.

In the Name field, type a meaningful name for the aggregate count.

In the Reset count at list, select the time at which the aggregate count resets.

In the Available Cameras on Servers list, select the cameras that you want to include in the
aggregate count and click Add Selected.

Click Save.

After you add an aggregate, the Symphony Server creates an HTML page that you can use to display
occupancy information and instructions. To open the HTML, click the link at the bottom of the Aggregates

page.

Modify the aggregated people counter HTML

You can modify the HTML page that the aggregated people counter video analytic uses to display
occupancy counts and instructions to customers.

You can also copy an existing HTML file to create multiple HTML files to display different occupancy
counts and instructions for other aggregates or situations.

1.
2.
3.

On the computer that hosts the Symphony Server, navigate to bin\assets-bundled.
Open the HTML file with a text editor.
To change the occupancy thresholds, modify the following code:

var thresholdYellow = 50;
var thresholdRed = 75;

To change the messages, modify the following code:

function showGreen (difference) {
document.getElementById ("message") .innerHTML = "LIMITED STORE<br />CAPACITY";
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5.

document.getElementById ("instructions") .innerHTML = "PLEASE PROCEED WITH
CAUTION";

function showYellow(difference) {
document.getElementById ("message") .innerHTML = "LIMITED STORE<br />CAPACITY";
document.getElementById ("instructions") .innerHTML = "PLEASE MAINTAIN SOCIAL
DISTANCING";

function showRed (difference) {
document.getElementById ("message") .innerHTML = "MAXIMUM<br />CAPACITY";
document.getElementById ("instructions") .innerHTML = "PLEASE WAIT FOR
ASSISTANCE";

<div style="padding-top: 2vw; font-size: 1.5vw; ">CURRENT NUMBER<br />OF PEOPLE</div>

<div style="padding-top: 2vw; font-size: 1.5vw; ">MAXIMUM NUMBER<br />OF PEOPLE ALLOWED</
div>

Save and close the HTML file.
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Legal information

Copyright © 2021 Senstar Corporation and/or its Licensor(s). All rights reserved.

This material is for informational purposes only. Senstar makes no warranties, express, implied or
statutory, as to the information in this document.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights
under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval
system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or
otherwise), or for any purpose, without the express written permission of Senstar Corporation

Senstar may have patents, patent applications, trademarks, copyrights, or other intellectual property rights
covering subject matter in this document. Except as expressly provided in any written license agreement
from Senstar, the furnishing of this document does not give you any license to these patents, trademarks,
copyrights, or other intellectual property.

Senstar and the Senstar logo are registered trademarks of Senstar Corporation.

All other trademarks are the property of their respective owners.

third-party attributions

Component Attribution

Boost Software Copyright © 1998-2005 Beman Dawes, David Abrahams.
Copyright © 2004-2007 Rene Rivera.

Boost is licensed under the Boost Software License.

OpenH264 Copyright © 2013, Cisco Systems.

OpenH264 is licensed under this license.

Crypto++ Copyright © 1995-2013 Wei Dai. All rights reserved.

Crypto++ is licensed under the Boost Software License.

Cxlmage Copyright © 2001-2008 Davide Pizzolato.

CxImage is licensed under this license.

FFmpeg Copyright © 2007 Free Software Foundation, Inc.

FFmpeg is licensed under the GNU Lesser General Public License
(LGPL) version 2.1 or later.

Dapper Dapper is licensed under the Apache License 2.0.

DirectShowNET Library Copyright © 1991, 1999 Free Software Foundation, Inc.

The DirectShowNET Library is licensed under the GNU Lesser
General Public License (LGPL) version 2.1.

excellibrary The excellibrary is licensed under the GNU Lesser General Public
License (LGPL).
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Component Attribution

gson Copyright © 2008 Google Inc.

google/gson is licensed under the Apache License 2.0.

Jayrock Copyright © Atif Aziz. All rights reserved.
Jayrock is licensed under the GNU Lesser General Public License
(LGPL).

Joda-Time Copyright © 2002-2018 Joda.org. All Rights Reserved.

Joda-Time is licensed under the Apache License 2.0.

libcurl Copyright © 1996-2018, Daniel Stenberg. All rights reserved.

libcurl is licensed under this license.

libjpeg Copyright © 1991-2018 Thomas G. Lane, Guido Vollbeding.
Live555 Copyright © Live Networks, Inc. All Rights Reserved.
Live555 is licensed under the GNU Lesser General Public License
(LGPL)
OpenCV Copyright © 2018 OpenCV team.

OpenCV is licensed under this license.

OpenSSL Copyright © 1998-2018 The OpenSSL Project. All rights reserved.

OpenSSL is licensed under this license.

PaddlePaddle/Paddle Copyright © 2016 PaddlePaddle Authors. All rights reserved.
PaddlePaddle/Paddle is licensed under the Apache License 2.0.

RapidXML Copyright © 2006, 2007 Marcin Kalicinski.

RapidXML is licensed under the Boost Software License.

Senstar Enterprise Manager third-party attributions

Component Attribution

Newtonsoft.Json Newtonsoft.Json is licensed under the MIT license.

StyleCop StyleCop is licensed under the Microsoft Public License.
EntityFramework EntityFramework is licensed under the Microsoft Software License.
Enterprise Library Semantic EnterpriseLibrary.SemanticLogging is licensed under the Apache
Logging License, Version 2.0.

Enterprise Library Transient Fault | EnterpriseLibrary.TransientFaultHandling is licensed under the
Handling Microsoft Reciprocal License (MS-RL).
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Component Attribution

Legal information

EPPIlus EPPIus is licensed under the GNU Library General Public License
(LGPL).

Antlr Antlr is licensed under the BSD-3-Clause License.

AutoMapper AutoMapper is licensed under the MIT License.

filesaver filesaver is licensed under the MIT License.

Modernizr Modernizr is licensed under the MIT License.

WebGrease WebGrease is licensed under the MS .NET Library License.

WiX Toolset The WiX Toolset is licensed under the Microsoft Reciprocal License
(MS-RL).

jQWidgets jQWidgets is licensed under the jQWidgets End User License
Agreement.

Bootstrap Bootstrap is licensed under the MIT License.

Third-party attributions

Component Attribution

Docker

Docker is licensed under the Apache 2.0 license.

MongoDB

The MongoDB is licensed under the Server Side Public License.

NVIDIA DeepStream 5.0 SDK

The NVIDIA DeepStream SDK is licensed under the DeepStream
EULA.
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